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Setup program name

The installation program is called xpunlimitedfull18.exe or xpunlimiteddemo18.exe, depending on
which version of XP Unlimited you are installing.

Administrator

Only an user with Administrator access on the system can install the XP Unlimited software.

No other users should be active while installing

Be sure that nobody is logged in except for the Administrator. In case other users are logged in,
systemfiles and settings are locked and can not be updated by XP Unlimited.
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Installation Procedure

In the first screen of the “Demo Version” you are requested to read the Terms of use and
acknowledge them. The demo version also contains a “check for update” button in the first screen:

@HP Unlimited :: Setup demo :: yersion 1.8 =10 x|

Installation Procedure

Checkthe ¥F Lnlimited wehsite far an Update

You are advised to check for the latest version of P Unlimited. Awebpage in your default webbrowser
will he apened.

The installation of XP Uinlimited Demo will take 3 steps:

1. Your system will be checked for the minimum reguirements, which are:
=Windows XP Professional
» Service pack 2.

2. Installation of P Unlimited software.

3. Reboot of this system. A reboot is mandatary in arder to activate =P Unlimited.

Please read and accept the Terms of use in order to install =P Unlimited.

XP UNUMITED

— & XTRA PRODUCTIVITY s

‘ Temz of use | [~ Accept Terms {3 Previous | £ Hext | (] Exit |

The reason behind the Update button is that old versions of XP Unlimited seem to wander around

on the Internet. With this Update button you can verify whether or not this version of XP Unlimited
is uptodate or outofdate.
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In the first screen of the “Unlimited version” you are requested to enter your license code. You are
also requested to read the terms of use and acknowledge them.

@KP Unlimited =: Setup = version 1.8 -10| x|

Installation Procedure

The installation of AP Unlimited will take 3 steps:

1. ¥our system will be checked far the minimum requirements, which are:
= Windows »F Professianal
= Semice pack 2.
2. Installation of XF Unlimited saoftware.
3. Reboot of this systerm. A reboot is mandatory in order to activate XP Linlimited.

Flease read and accept the Terms of use, and enter your license code in arder to install XF
LInlimited.

Internet access is reguired for the walidation of your license. You can optionaly enter proxy
information if required for accessing the Internet.

peenser || XIP UNUIMITED

HTTF Proxy: |192.1EE.2DD.1 IEDBU e EXTRA PRDDUET'V'TY—

‘ @ Termns of usel [T Accept Terms () Frevious | €) Mest | : i

After entering you license code and the acknowledgement of the Terms of use, the Next-button
becomes available.

The two fields for the HTTP Proxy are optional. Above entries are just an example.

An one-time-only HTTP-request and reply is sent to our licenseservers in order to validate your
license.
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:::a...::xP Unlimited :: Setup demo :: version 1.8

The setup program checks whether or not the installation of XP Unlimited is possible. In case it is
possible, you can click on Next in order to install XP Unlimited. If you click on Exit now, nothing
will be installed.

Note: when installing the full unlimited version, your server needs to be connected to the internet
for validating (once) of your license.
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:::a...::xP Unlimited :: Setup demo :: version 1.8

The XP Unlimited software is installed In a couple of steps.

If you are wondering about step 7 and 8: these steps are only used in the Unlimited version of XP
Unlimited. Step 7 and 8 are used for validating your license by contacting our website, and
installing the license on your server. When installing the full unlimited version, your server needs
to be connected to the internet for validating (once) of your license.

The full version can be re-installed on the same hardware in case of a problem.
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:::a...::xP Unlimited :: Setup demo :: version 1.8

The software is installed. You are one reboot away from using the XP Unlimited software.

Don't forget the actions as described in chapter “Additional steps for using XP Unlimited”.
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Result of the installation

gs. Accessihbility Options
=2 4dd Hardware
;'j #dd or Remove Programs

k @ Component Services
ﬂ. fukomatic Updates Q Caomputer Managemenkt
@ BOE Adminiskr akar Data Sources (ODEC)
:35 Date and Time Event Wiewer

8.. Display @ Local Security Policy
[+ Folder Options @ Performance

ﬁ Fonts e yiCE:

T Game Controllers

g Internet Opkions

ch Sounds and Audio Devices

m" Speech
"-fj s

Pragrars & User Accounts
& Wirusacan
Documerits ﬁ Windows Firewall

Sefnae rol Panel ] -2 wireless Netwark Setup Wizard

e_; Metwork Connections
%2 Printers and Faxes
Help and Support a Taskbar and Start Menu

Search

Rur...

Log Qff RBER. ..

Windows XP Professional

Turn OFf Computer. ..

A program entry will be made in the Administrative section of the Start menu of the system.
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Startmenu entry

Gl Startup
@ T » z CpenOffice.org 1.1.4
@— 3 _
i) — b (=) taskmgr.exe
@ i (A7 version 1.8 %P Unlimited
Iy — y
Gk b
Programs @
. ¢
Docurnents 3 -
Sekkings 3 @
Wi
) S

Help and Support: @-

run i S
- ) S

&
R’
&
S search
L2)
i }
O]

T v W w ¥ v W w v

¥

An entry is made in the Startup group of the installing user. Reason of doing this is to inform you
about the required actions as described in chapter “Additional steps for using XP Unlimited”.

IPConsult BV Manual XP Unlimited software 11



X UNULINITED

Version 1.8 - 3 January 2007

Additional steps before using XP Unlimited

After the installation of the XP Unlimited software, and after the reboot of the system, you need to
perform a couple of steps in order to use the XP Unlimited software:

« Create users that can login. If your Windows XP Professional system has only one user, you
will hardly use the benefits of the XP Unlimited software.

« Make sure that all users have a password. It is not possible to have a remote desktop session
with an user ID that has no password. This is simply to unsafe.

« Make sure that all users are member of the Windows XP group "Remote desktop users". If an
user is not a member of the Windows XP group "Remote desktop users”, this user will not be
allowed to have a remote desktop session. You can also use our Maintenance Program to give
any verified user access to the XP Unlimited server. A verified user is an user who has entered
his username and password.

«  Open your firewall for remote desktop sessions. The port that needs to be open is TCP port
3389. Default this port is closed, so your Windows XP Professional system does not allow you
to have any remote desktop session.

Please visit our website, specific the support-pages. You will find detailed examples and howto's
between our FAQ's which describes how you can perform these steps. It is not difficult at all; most
likely you can perform these steps in a couple of minutes.

Sometimes we get requests like "why does your setup program not open port 3389" or "could your
setup program gives us 10 demo-users with a password".

It would not be easy for us to open your TCP port 3389 on your firewall. We do not know which
firewall you have, like ZoneAlarm, Windows build-in, Norton, Kerio, etc. We do also not know
through which network card you want to enable remote desktop sessions. For instance, you can
enable your firewall in such a way that remote desktop sessions are allowed from your internal
company network, but are not allowed from the Internet.

Therefore it is you who will have to open TCP port 3389, because you know the circumstances
under which port 3389 should be open or not.

We do not want to give you a couple of demo-users including passwords. In case our setup
program comes with the user demo01 through demo10, every system in the world will have those
default XP Unlimited users. Because these users will be able to perform a remote desktop
session, it is quite a security risk.

Therefore it is you who must define the users, including (hopefully unique) usernames and
passwords.

For test purposes you can download our “Generate User Tool". It is available in the Support /
FAQ's part of our website.

IPConsult BV Manual XP Unlimited software 12
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Un-install

¥P Unlimited :: Maintenance :: version 1.8 |

Confirm uninstall P Unlimited.

N

Please note: uninstall will be Followed, immediately, by a reboot of the system,

Do not Forget the Following issues:
« Remove all users from the Windows %P group “Remaote Deskiop Users",
+ Disable TCP Port 3389 in your firewall,

Using the Maintenance tool you can un-install the XP Unlimited software. Prior to un-installing this
notification is shown.
The Maintenance tool is described in paragraph “Operations of XP Unlimited”.

No other users should be active while un-installing

Be sure that nobody is logged in except for the Administrator. In case other users are logged in,
systemfiles and settings are locked and can not be restored by XP Unlimited.

Manual activity after un-install

After the un-install of the XP Unlimited software you should perform the following actions:
« Configure your firewall in such a way that remote desktop sessions are not possible.
- Remove all users form the group Remote Desktop users.
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Setup Problems

Example 1

::‘.!-...::HP Unlimited :: Setup demo & version 1.8

The Setup program does a checking of the system for requirements. In case the requirements are
not met, you will be informed what the problem is.

XP Unlimited can not be used on Windows XP Home or Embedded.
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Example 2

::}...::KP Unlimited :: Setup demo :: version 1.8
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Final screen in case of Setup problems

@KP Unlimited :: Setup demo :: yversion 1.8 -10| x|

Result of the Installation Procedure

HP Unlimited is not installed.

YWhen asking for suppor, please supply us with the file XPUnlimitedSuppart.zip. Click on the
ZIP-hutton, and a ZIP-file containing suppart information will be placed onyour deskiop.

This zipfile contains:

- the logoging of the XP Linlimited software,
- warious Windows ¥P system files,

- various Redistry settings.

In case you send an email with a support request, itis always good to include this ZIP-file in the mail,
hecause itwill assist us in anahzing the prablem.

XP UNUMITED

— & XTRA [PRODUCTIVITY m—

] _Oe |

In case the Setup program decides that installation is not possible, it will finish as shown.

‘ @ Temns of uze

If you need support on the problem, you are requested to supply us with the XPUnlimitedSupport-
ZIP-file. This will assist us with analysing the problem. You can use the ZIP-button to create the
ZIP-file. It will be placed on your desktop.
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Operations of XP Unlimited
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Maintenance tool

The Operation of XP Unlimited can be monitored and controlled using our Maintenance tool:

@HP Unlimited :: Maintenance :: version 1.8 =10 x|

Cortral |Suppu:urt| Terminal Sewicesl .ﬂ.pplicatinnsl Translatel

ﬁ Start Start the 3P Unlimited software. Users will be able to login remately.

: Stop the #P Unlimited software. Users will not be able to login remotely.
.4 Stop Pleaze note: currently active remote seszions will NOT be disconnected. Only new remoke sessions
—— are blocked.

EJ Uninstall Uninztall the =P Unlimited software.

Fleaze note the following: [n caze this system has been updated uging \Windows Lpdate, it might be
pozzible that \Windows Lpdate has changed a couple of settingz and software, compared to the
mament af installation af the =P Unlimited zoftware. In such a case, uningtall would conflict with the
work, done by the recent \Windows Lpdate.

If this system iz updated by "Windows Update, and pou wish no longer to use the =P Unlimited
zoftware, you are recommended to stop it and nak o uninstall it

If thiz syztem has not been updated by *indows Update since the inztallation of the =F Unlimited
zoftware, you can safely uninstall the =P Unlimited software.

XPP UNUINITED

EXTRA PRODUCTIVITY s

Fleaze note: Y'ou need Administrator privileges in order to perfarm these functions.

The first tabpage can be used to Start and Stop the functionality of the XP Unlimited software.

You can also first tabpage for un-installing the XP Unlimited software.
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@KP Unlimited :: Maintenance :: version 1.8 10| x|

Control  Support | Terminal Sewicesl Applicationz | Tranzlate

Und Check: for pozzible updates at the www spunlimited. com website by opening a webpage in paur
E pdate default webbrowzer.

@ Yerify Werfy the installation of the =P Unlimited zoftware.

ﬁ Z|p Create a ZIP-file for support purposes.
&, zipfile will be created and placed on the desktop. Thiz zipfile contains:
- the lagaging of the P Unlimited saftware,
- wanous Windows #P system files,
- vanous Registy zettings.

In zase vou zend an email with a support request, it is always good o include thiz Z1P-
file in the mail. because it will azzizt uz in analyzing the problem.

XP UNUMITED

— & XTRA PRODUCTIVITY s—

The Update-check button opens a website-page of the XP Unlimited website. This page will inform
you whether or not you are running the most recent version of XP Unlimited, or an old version.

The Verify-button does the same check that is done while installing. Sometimes during a
Windows-Update or because of the installation of other third-party software, important settings or
files are replaced. By running a verify, you will be informed what is wrong. Most of times a re-
install of the XP Unlimited software using the Setup-program will fix all settings.

The ZIP-button creates a ZIP-file on your desktop. This ZIP-file contains the information IPConsult
needs for giving you support.
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Advanced Terminal Services Control and Settings

The third tabpage of the Maintenance tool contains two buttons in order to monitor the users and
to do advanced settings.

@HP Unlimited :: Maintenance :: version 1.8 =10 x|

I:u:untn:ull Support  Terminal Services | Applications | Tranzlate

T sskmar Start the “Windows #F Tazkmanager. Uzing the T askmanager vou can zee the achive uzers,
zend them meszages or log them off.

Start Management Conzole for advanced settings. Please note: be careful with changing the
kﬁ] Advanced advanced settingz. 'ou might dizable the Terminal Server functianality in caze of improper
= zettingz You are advized to document all the changes you make.

1389 e| Change the portnumber on which the %P Unlimited zerver liztens for remate clientz. Default

value iz 3389, Do not chooze a walue that iz alieady in uze.

“When changed pou need to reboot the server befare the new value iz in effect.

“'ou need toinform all vour users about the changed portnumber, because the client software
needs ko know the portnumber of the P Unlimited zerver.

Require memberzhip of the group Remote Deskiop User
* Uszers must be mermber of the local group 'Femaote Deskiop U sers'

" All werified uzers can do a remote login. Membership of 'Bemote Desktop Users' iz not required

XPP UNUINITED

EXTRA PRODUCTIVITY s

Fleaze note: Y'ou need Administrator privileges in order to perfarm these functions.

Monitoring using Taskmanager

Monitoring of Remote Desktop Users can be with the Taskmanager. See the paragraph
“Monitoring using Taskmanager”.

Microsoft Management Console

Advanced Settings is done using the Microsoft Management Console. When installing XP
Unlimited using the Setup program, several default Terminal Server settings are applied in order
to make things work. You can do some fine-tuning, but you are advised to be carefully with
changing the default settings. You might render your system unusable.

Please read the paragraph “Tips from IPConsult”. We have compiled some advices about the
Advanced Settings you might consider useful.
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Portnumber

You can change the default portnumber which is used by the XP Unlimited Terminal Server for
listening for Remote Desktop Sessions. The default number is TCP portnumber 3389.

The range of the custom value is 1000 - 65534. Although a number lower then 1000 might be
technical possible, this is disabled in order to prevent problems.

If you change the portnumber to another value:

« You will also have to change your firewall settings.

« If you use some kind of router to connect to the Internet, most likely you have defined a NAT-
entry in your router in order to forward a port to the XP Unlimited Terminal Server. You must
also update this NAT-entry in your router.

«  You must inform all you users, because the client software they use for connecting to the XP
Unlimited Terminal Server needs to know about the changed portnumber. On our website we
have some FAQ's about the client software for clients running Windows and clients running
Linux.

Please note: a reboot is required before the new portnumber is used by the XP Unlimited Terminal
Server.

Require membership of the group Remote Desktop Users

Default only users who are member of the group Remote Desktop Users can login. You can
remove this requirement by selecting “verified users”. A verified user is an user who has a valid
username and password defined locally in WXP.
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Monitoring using Taskmanager

Processes
The processes tabpage of the Taskmanager shows you the running processes of all users.

E windows Task Manager - 10| x|
File Options Miew  Shut Down Help
Applications ~ Processes | Performance I Metwaorking I Isers I

Irmage Mame | PIC: I Ilser Mamne | ZPL | CPUT... | Mem Us... | Ease Pri I Toog |
svchiosk,exe 1020 LoCAL SERVICE o0 0000 4,520 K Marrmal 3
swchost.exe 845 METWORE SERY. .. oo O:00:00 5532 K Mormal 10
svchost.exe 965 METWORE SERY... oo 0:00:00 4,658 K Maormal &}
regedit,exe 272 RbR o0 om0l 1,104 K rormal 1
mspaint.exe 344 RbR 00 o033 13,924 K Marmal 4
cmd, exe 404  RbR 0o 00000 4,076 K Maormal 1
devldr3z.exe 428 RbR 0o 00000 2.572K Maormal 4
explorer.exe 440 RbR 0z m0lS4 21634 K Mormal 12
AkomTirme EXE 554 RbR o0 0000 3.032 K Marrmal 1
ckfmon.exe &643  RbR 0o 00000 4,348 K Maormal 1
kaskmgr exe 956 RbR 10 omo9 6,224 I High 3
soffice.exe 1196 RbR o] momos 34156 K Mormal 5
rdpclip.exe 2904  RbR Tesk 0o 0:00:00 4,780 K Marmal 5
explorer,exe 3064 RbR Test 0o om0d 10624 K Mormal 11
AtornTime. EXE 3144 RbR Test oo 0:00:00 3.008 K Maormal 2
zZlclient exe 3152 FbR Test o ool 2,824 K, Mormal 7
ckfmon, exe 3168 RbR Test oo 00000 4528 K Marrmal 1
kaskmgr exe 3724 RbR Test 01 ooo0o 5,524 K High 3
System Idle Process 0 SYSTEM g5 d46eZ6 16K {1 1
Syskem 4  SYSTEM 01 o011 212K Mormal 43
SMSS, BXE 452 SYSTEM o0 0000 368 K Marrmal 4
Corss, exe 512 SYSTEM 01 o009 3,908 K High 11
winlogon, exe 536 SYSTEM 00 o000 2346 K Marrmal 1
services. exe 588 SYSTEM oo 000 EE4E K Mormal 15
lsass . exe GO0 SYSTEM 01 0004 1.928 K Mormal 22
svchost.exe TS SYSTEM 0o 00000 6,504 K Mormal 23
swchost.exe 924 SY¥YSTEM oo uomos 18,544 K Mormal 67
spoolsy, exe 1080 SYSTEM 00 0:00:00 5,903 K Mormal 11
AckivityDisk, exe 1232 SYSTEM oo o000 1.096 K Marrnal 4
svchost.exe 1332 SYSTEM 0o 00000 S5.576 K Maormal 5
WSMOn, BXe 1364 SYSTEM oo mooil4 18,972k Mormal 19
C5r55,2xe 2643 SYSTEM oo 0:o0:02 2448 K High 10
winlooon. exe 2660 SYSTEM 0o 00000 2.472K Marmal 1

V¥ show processes from all users End Process

|F'ru:u:esses: 3G CPU Usage: 15%: Commit Charge: 209M [ 2015M &
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In case you do not see all columns, use the menu of the Taskmanager to get more columns:

El windows Task Manager

File ©ptions | Yiew Shut Down  Help

Refresh Mow

Applications
Update Speed

bk

Select Columns. ..

=10l x|

Mebworking | Ilsers |

| _PL | Mem sage |

—— .

We like to see at least the following columns:

Select Columns

Select the columnz that will appear on the Process page

af the T azk Manager.

¥ | Image Hame

v CPU Usage [~ Paged Pool
v CPU Time [~ Mon-paged Pool
v Memom Lzage [ Baze Priority

[~ Memom Uzage Delta
[ Peak Memamy Usage

[~ Page Faults [T GDI Objects
[~ USEF Objects [ 1/0 whites

[~ 140 Reads [ 140 'wiite Butes
[ 140 Read Bytes [ 140 Other

I~ Essionis ™ 10 Othe Bpes
¥ User Hame

x|

[ Page Faultz Delta
¥ BID [Process ldentifier] [ Wirtual Memany Size

[~ Handle Count
[ Thread Count

Cancel

x|

After enabling the “User Name”, you can sort all processes using the column User Name. By

doing this you can see what a specific user is doing.
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Performance

EJ windows Task Manager - 10 =]
File Options View ShutDown  Help

Applications | Processes Metworking I Users I

—iCPU Usage — | [ CPU Usage Hiskary

|| \ , || " ||| I||||I |i| |

" r
"l,,al ! '11 |I il 1 ll"l..—._
W

~PF Usage —Page File Usage History

—Tokals —FPhysical Memary (K)
Handles 6762 Total 523803
Threads 357 Available 291403
Processes ] Syskem Cache 281644

—Commit Charge (K [ kernel Memory (K
Tokal 217454 Tokal 31516
Lirnit 2063636 Paged 21352
Peak 260936 Monpaged 2964

[Processes: 38 |CPU Usage: 14% |commit Chargs: 212Mm [ 2015M | 4

The performance tabpage of the Taskmanager shows you how your system is performing. A

couple of simple rules are the following:

« The cpu-load should not be high continuously. A continuously high cpu load does not indicate
that your system is to slow, but most of the times it indicates that a single user is running some
kind of cpu-intensive application (like a silly screensaver) and consuming all cpu power. Go
back to the previous tabpage and use the column cpu (percentage) to determine which user
and which process is consuming all cpu power.

«  The amount of memory “Commit Charge, Total” should be lower then “Physical Memory, Total”.
The amount of memory “Commit Charge, Limit” is allowed to be higher then “Physical Memory,
Total”, however only for a short or special moment. It is desirable to have more memory then
needed by all users, because a shortage of memory implies that WXP starts to use it swapfile,
and that will make the system slow.
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The Users tabpage of the Taskmanager shows you all users. Each user can send messages to
the another users.

The Administrator can also disconnect or logoff an user.

Bl windows Task Manager

Wiew  Shut Down  Help

File Options

=10l x|

Applications I Processes I Perfarmance I Mebworking  Lsers |

| Lzer | ID| Status |Sessinn |
€ Administrator 0 Active Corzole
€ test0 1 Achive ROP-Tep#
€ testD2 2 Achive ROP-Tep#2
€ test3 3 Active ROP-Tcp#3
€ testd 4 Active ROP-Tcpi4
€ testls 5 Active ROP-Tcp#s
€ testOR B Active ROP-TopHE
€ testl? 7 Achive ROP-Top#?
€ testDn 8 Active ROP-Tep#s
€ testld 3 Active RDP-TepHd
e send messace... | CONNLLEE S
Conneck
Disconmeck
Log Off
Femate Contraol
4| | B
Dizconnect | Logaff Send Meszage...

|F‘r|:u:esses: 1035

(CPU Usage: 4%

|C-:nmmit Charge: 366M | 2390M

|

Difference between disconnect and logoff

When a user gets disconnected, his desktop and all of his applications keep on running. When the
user connects again (entering his userlD and password) he will get his own desktop back with all
the active applications. This is useful for the user, but it might not be desirable for all the other
users. A running desktop with applications consumes memory and cpu. Therefore it would be
better if the user logoffs, because then his desktop and applications will be terminated. This saves
memory and cpu.
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Remote Control

When working behind the console of the XP Unlimited Server, it is not possible to “shadow” or to

‘remote control” another session.
However, when working using a Remote Desktop Session, an Administrator can “shadow” or

“remote control” another session:

Bl windows Task Manager H=] E3
File Options Wiew  Shot Down Help

&pplications I Processes I Performance | Networking  Users |

| User | ID| Status | Client Hame |
€ Administrator 0 Actve alpha
! best? 1 Acty alpha

Send Message...

Zanneck

Disconneck
Log Off
Femote Control

d | 0

Dizconnect | Logaff | Send Mezzage. .

Processes: 29 |CPU Usage: 15% (Commit Charge: 135M [ 2390M 2

Using the Taskmanager, an Administrator or an user with Administrator privileges can Remote
Control the other users.
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The following dialog is shown:

Remote Control B

—Hat key

To end a remate contral zession, press this I“ vI

kew an the numeric keppad, pluz the keys
zelected below:

[~ Shift v CHl [ Al

k. I Cancel Help |

The hot-key Ctrl-* (found on the numeric keypad) is a good default hot-key to exit the Remote
Control Session. The user can not use this hot-key. Only the Administrator can use the hot-key to
terminate the Remote Control Session.

Terminating a Remote Control Session means that both the Administrator and the user continue to
work with their own session; terminating a Remote Control Session does not imply that the user or
Administrator get disconnected.

The user which session is about to be “remotely controlled” by an Administrator, has to
acknowledge it:

Remote Control Request .

:g/ TEXT=PAdministrator is requesting ko control vour session remokely,

Do wiou accepk the requesk?

Yes | Mo |

Using the Advanced Terminal Settings (see next paragraph) it is possible to configure the XP
Unlimited server in such a way that a Remote Control Session is possible without
acknowledgement of the user.
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Advanced settings using Microsoft Management Console

Terminal Services

The initial screen of the XP Unlimited Terminal Services using MMC is as follows:
"ﬁh XP Unlimited Terminal Services _ Inlﬂ

Eile Help |

D Conscle Roat £1 Computer Configuration
= E} Local Computer Policy

2

=B K Computer Configuratio

E n-u:r ""'r"'r Lol Select an ikem ba view its description, Marne

s aftware Settings )

P Software Settings
-] Windows Settings = ) ) g
: Cwindaows Settings

[:| Administrative Termplates
E@ User Configuration

(-7 Software Settings
-] Windows Settings
[:l Administrative Templates
EI@ Local Users and Groups {Local)

) Users

[[Jadministrative Templates

Extended A Standard /

Please note: initial it can take several seconds to show this screen. When opening the
“Administrative Templates” it might take several seconds depending on the cpu-speed of your
system. This is normal; this is the way it works.

This screen gives you access to
« Advanced Settings of Terminal Services.
« Users and Groups.

The Advanced Settings of Terminal Services can be used for some fine-tuning. Please read the
paragraph “Tips from IPConsult”. We have compiled some advices about the Advanced Settings
you might consider useful.

The Users and Groups can be used to give users a password, to make them member of the group

“Remote Desktop Users”, etc. You can find some examples on Users and Groups between our
FAQ's in our website.
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By opening the Administrative Templates / Windows Components you can find the Advanced

settings of Terminal Services:

':m XP Unlimited Terminal Services

File Help

[ Console Root

E1- 5§ Local Computer Policy

E@ Computer Configuration

- Software Settings

-] Windows Settings

E|[:| Administr ative Templates
-0 System

(1 Metwork

-] Prinkers

=-(Z1 Windows Components

----- (23 Application Compatibiliy

----- [ Event: viewer

----- ([ Security Center
----- [ Task Schedule
SRS} Terminal Services

(L1 Licensing

[ Temporary Folders
(2 Client

[Z Session Directory
[Z1 Sessions

----- [ windows Explaorer

----- [ windows Installsr

----- (2 windows Messenger

----- ([ windows Mavie Maker
----- [ windows Update
(771 Trkermet Fxnlnrer

----- D Internet Information Services

[ client/Server data redirection
[:l Encryption and Security

-

----- (2] windows Media Digital Rights Mana

ol

B8 Terminal Services

Select anitem ko view its description,

Setting

[CAcClient/Server data redirection

[:IEncryption and Security

[:ILicensing

[CATemporary folders

[CAclient

[:ISessinn Direckary

[:ISessions

1%'[ Keep-alive Connections

}a Aukamatic reconnection

@ Restrict Terminal Services users ko a single remate <
1%'[ Enforce Femowval of Remote Deskiop wallpaper

1%'[ Deny log off of an adminiskrator logged into the cor
@ Limit rumber of connections

@ Lirnit maximum color depth

1%'[ Allow users ko conneck remokely using Terminal Sery
E‘_ﬁ Do miak allowy local administratars ko customize permi:
@ Remowve Windows Security item From Skart menu
1%'[ Remove Disconnect option from Shut Down dialog
1%'[ Set path for T3 Roaming Profiles

@ T3 User Hame Direckary

@ Sets rules for remote control of Terminal Services s
1%'[ Skart a program on connection

4] | i

Extended A Standard f

You can do some fine-tuning, but you are advised to be carefully with changing the default
settings. You might render your system unusable.

When you click on an option, extra text will appear that explains this option. You are advised to
read this text carefully prior to changing an option.

Please note: not all options are implemented. Several options are displayed because Windows
XP shares the same “code base” with Windows Server 2003, but those options are not
implemented (by Windows XP or by XP Unlimited).

Reboot required

Changing an Advanced Setting of the Terminal Services will require a reboot of the Windows XP
System,; the change will be in effect after a reboot.
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Using Users and Groups you can do the following tasks:

'{fi XP Unlimited Terminal Services

File Help

[ Console Root

= 5§ Local Computer Palicy

El@ Conmputer Caonfiguration

- @-[] software Settings
-] Windows Settings

: [:l Administrative Templates

El@ User Configurakian
-] Software Settings
-] Windows Settings
[:l Administrative Templates

Elﬁ Local Users and Groups (Local)

L5 Users

Refresh
Expork List...

igw g

Aarrange Icons  #
Lime up Icons

Help

=101 %]
Mame | Full Mame I Descripkion
g.ﬁ.dministratnr Built-in account For adn
mGuest Built-in account For gue
EHelp.ﬁ.ssistant Remoke Deskkop Help Assi,.,  Acoount For Providing F
#Frtr
GrbR Test RER Test

| 2

|Creates a new Local User accounk,

Select Users in the left panel. Use the right mouse button on the “white space” in the right panel. A
sub-menu will be shown, including New User...
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':m XP Unlimited Terminal Services - IEIlEl
File  Help
(1 Console Root Mame | Full Harne | Description
E‘:‘j Local Computer Policy 7 administratar Built-in account For adn
E‘@ Computer Configuration 7 cuest Built-in account For gue

[#-[_] Software Settings
D Windows Settings
‘ D Administrative Templates
El@ Ilser Configuration
D Software Setkings
D Windows Settings
D Administrative Templates
I'_—'Iﬁ Local Users and Groups (Local)

LA Users

bR

% Helpissistant

Remate Deskkop Help Assi.,,  Accounk Far Providing F

&l Tasks »

Delete
Renarne

Properties

Help

| ol

|Sel: the user's password,

Use the right mouse on a user. The sub-menu that is shown contains the option for giving the user

a password.

Users without a password can not have a remote desktop session. This is to unsafe.
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'iiti XP Unlimited Terminal Services =10 x|
File  Help
|:| Console Rook Marme | Description |
E':fj Local Computer Policy g.ﬁ.dministratnrs Administrators have complete and . ..
E‘@ amputer ':':'”F'g“_rat":'” ¥ Backup Operators Backup Operators can override secu..,
% Sl:!Ftdware Sett.lngs Y Guests Guests have the same access as me...
D f-:lln _D_Wts Stn.attlnTgs It Netwu:urk Configuration ... Members in this group can have som...
- ministrative Templates ;
P F‘l:uwer Isers Power Users possess most administr..

Elﬁ User Configuration
[#-[_ Software Settings

emoke Deskiop User wp are granted £,

B3 Windows Settings gReplicatDr akion in & domain
I:l Adrinistrative Templates gUsers All Tasks b pd from making ac...
Elﬁ Local Users and Groups (Local) @Casaﬁc Delete
-] Users gHelpServicesGmup n and Suppart Center
Ename
a Groups
Properties
Help

|Change Group membership, | |

Select Groups in the left panel. Use the right mouse on the group Remote Desktop Users. The
sub-menu that is shown contains the option for adding an user to the group.

Removing a user's membership of the group Remote Desktop Users is also done using the “Add
to Group” menu options. When clicking on the sub-menu “Add to Group”, a dialog is shown that
can be used for both adding and removing users.

Remote Desktop Users Properties ﬂﬂ

General |

@ Femate Desktop Uszers

Diescription: bers in this group are granted the right to logon remotely Only users who be|0n9 to the group Remote
Desktop Users can have a remote session.

Members:

FirRbR

iFbR Test

Add.. | Bemawve |

K I Catcel | Apply |
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Terminal Services tips from IPConsult

Performance

Enforce Removal of Remote Desktop Wallpaper

Enable this setting and “fancy” desktop wallpapers will not be shown on remote desktops. This will
make the remote desktop session faster.

Limit maximum color depth

Set this setting to 15 bit. This will give decent colours for all your applications. Using 24 bit colours
will make the remote desktop session (a bit) slower and request more resources from the server,
while the user will not really notice the difference between 24 bit colours or 15 bit colours

Remove Disconnect option from Shut Down Dialog

By removing the Disconnect option, a user can not choose to disconnect his session, but only to
logoff. A session that is only disconnected consumes resources from the server because the
desktop of the (disconnected) user keeps on running and all applications keep on being active. By
forcing the user to logoff, the resources of server become available for the other users.

Currently there are some problems related to disconnected sessions. It is better to logoff then to
disconnect.

Security

Encryption and Security \ Always prompt client for password upon connection

A user can save his userlD and password in his remote desktop client. Doing so, a user only can
do a “double click” on his remote desktop client, and he is logged in. He does not have to enter his
name of password, because those two are saved in his remote desktop client.

When he leaves his desk, somebody else could just “double click” on his remote desktop client
and logging in on the server.

Using this setting all users are forced always to enter their password.

Sessions | Time outs

Several time-out options are possible. Short time-outs is always a good thing from a security point
of view.

Sets a time limit for active but idle Terminal Services sessions
This one should be for instance 30 minutes. After 30 minutes of doing nothing, the remote desktop
session will be disconnected or logged off.

Terminate Session when time limits are reached

When the time limit of 30 minutes is reached, the remote desktop session will not be
disconnected, but completely logged off. This saves resources on the server and is also saver
from a security point of view.

IPConsult BV Manual XP Unlimited software 33



X UNULINITED

Version 1.8 - 3 January 2007

Users and Groups tips from IPConsult

Membership of the group Administrators

From a security point of view not one remote desktop users should be member of the group
Administrators. When a remote desktop user is member of the group Administrators, he can
change all kind of Terminal Services settings.

':m ¥P Unlimited Terminal Services ;Iglﬂ
File Help |
I:l Zonsole Rook Mame | Descripkion |
E:‘j Local Computer P':'“_EY _ gﬁ.dministraturs Administratars have complete and u. ..
E‘@ Computer Configuration gBackup Operators Backup Operators can override secu...

% iﬁfntcﬁ?;z ::,f:;:s: Administrators Properties ilil
‘ I:I Administrative Templates
E@ User Configuration

[+ Software Settings

I:l wWindows Settings @ Adrriniztrators

I:l Administrative Templates
EQ Local Users and Groups (Local)

e[ Users Description; mplete and unrestricted access to the computerdomain

General |

hdembers:

E.ﬁ.dministratur

Add... | Hemoye |

Normal users are not a member of Administrators. Only the user Administrator self is member of
the group Administrators.
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Remote desktop users should have only membership of the group “Normal” users:

T %P Unlimited Terminal Services

=10/ x|
File Help |

|:| Zonsole Rook Mamne | Full Mame | Description
Elf'j Local Computer P':'"_':V _ €7 administrator Built-in account: for administering t
E‘@ Computer Cc:nﬁgu.ratll:ln lgGuest Ewilt-in account For quest access ko
% fEFtdware :etttt_lngs gHelp.ﬁ.ssistant Remote Desktop Help Assi...  Account For Providing Remoke Assi
indows Settings
: FbR
: -2 Administrative Templates Q . o
E@ Iser Configuration RbR Properties : —Iﬂ
% ﬁftdware :etttt.lngs General Member OF | Profilz I
- indows Settings
[H-[20 Administrative Templates b ember of:
[=-#%7 Local Users and Groups (Local
Q Ps ) gHethe Deskiop Users
a Lsers g
(27 Groups By Uszers
Add... Femave |
I
| Ok | Cancel Apply |

The normal users 'RbR” is member of “Users” and “Remote Desktop Users”.
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Application Control
Modes

Application Control has 3 different modes op operation:

Application control mode

= Mo application control. Users alwaps see a complete deskiop.
{~ Default a user sees a complete desktop, unless additional settings apply for the user.

% Default a user sees no application. Additional setiings are required to give the user application]s].

The default mode is “No Application Control”. Every remote user always sees a complete desktop.

The second and third option turns on the Application Control. The difference between the second
and third option is what a user sees in case no applications are available for the user. The second
option will give the user a complete desktop without any restriction. The third option will show the
remote user a message that the Administrator has not made any application available for the user.
The remote user is not able to continue to work:

X UNLINITED

“our Administrator has not defined any application
tarwou.

Flease contact your Administratar.

I LogOft

Administrator and Application Control

Application Control does not apply to the user Administrator. It is important that the user
Administrator can not be restricted using Application Control, because if he gets restricted, he can
not start the Maintenance program any more in order to fix his restrictions......
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Users, Groups and Applications

Example:

@xp Unlimited :: Maintenance :: version 1.8 =10 x|

I:u:untn:ull Suppu:urtl Terminal Services  Applications I Translatel

%Head | @"v"erif}l | %:Save | Hestu:urel @Eackupl

Mode Ueers, Groups and Applications |

Q Administrator ;I Display nammf Patbhfilename [F3 for browsing]

% Guest App----1 D:\WINDOWS vnotepad. exe

% Helpéssistant tpp---2 | Firefox D:“Program Files\Mozilla Firefosfirefox. exe

b

% rSIiIF"F'EI AT 38094540 App---3 [wordpad  D:AProgram Fileshiwdindows NTAAccessonie
5..@ Groups

@ Adrinistratars

@ Backup Operators
@ Guests

@ Metwork, Configuration O
@ Power Uzers

[—]@ Remate Desktop Users
% App—1: kladblak

vl ke

@ Replicatar i

. B Users | _,lll E o

Fleaze note: Y'ou need Administrator privileges in order to perfarm these functions.

The group “Remote Desktop Users” has the applications:
« Notepad

« Mozilla Firefox

«  WordPad
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Read, Verify and Save

The button bar contains 5 buttons:

@Head | {.:gl"-.ferify | %Save | @Fﬁestnrel F_I-;?Eackupl

- The Read button reads the configuration as it is saved in the Registry. Any recent changes the
Administrator has made without using the Save button, will be lost when reading the settings
from the registry.

« You can use the Read button to “reset” any changes you just made which should not have
been made.

« You can use the Read button to “re-read” the users and groups in case you made some
changes like defining new users.

- The Verify button checks the consistency of the settings. For example, in case users are
deleted, they will be shown with a red cross. In case a File\Pathname of an application does
not exist, you will be informed.

« The Save button will save the configuration including all changes the Administrator has made.
Please note that, prior to the actual saving, a Verify will be done. In case of inconsistencies like
non-existing applications, these inconsistencies will be fixed automatically.

- The Backup button saves the Application Settings in a file.
- The Restore button reads the Application Settings from a file.

IPConsult BV Manual XP Unlimited software 38



X UNULINITED

Version 1.8 - 3 January 2007

Adding Applications

The table with Application behaves like a table in your word processor. Using the TAB-key you
can jump through the fields. When you use the TAB-key while the cursor is in the most-right, most-
bottom location, a new line for a new Application will be made available.

An Application has a name and a Path\Filename. You can use the F3-key or double-click for
browsing for executables. The name will be shown in the Startmenu of the remote user.

Do not forget to save the new settings using the Save button.

Selecting Applications

The first column is used for selecting Applications. By clicking on the first column you can (de-)
select any Application.
By using the right-mouse on the first column, a small popup menu appears for some smart select
options:

Select All

Select Mone

Inwvert Selection

Delete Applications

Deleting an Application implies that it will be deleted from the table. It will not be deleted,
removed, un-installed, etc, from the server.

Select the Applications that should be deleted using the first column and click on the Delete
button. Example:

Dizplay name as shi Pathfilename [F3 for brovesing]

Motepad [#pu_durmmy_app]

kozilla FireFox D:-MProgram Filestozilla Firefoxhfiref

Rernove selected application(s) from the Iist|1 Files"OpenDffice.orgl. 1.
k5 Wwfard D:-4Prograrn Fileshkicrazaft Office0l

Appl and App4 will be deleted from the table.

Do not forget to save the new settings using the Save button.

IPConsult BV Manual XP Unlimited software 39



X UNULINITED

Version 1.8 - 3 January 2007

Assigning Applications to an user or group

1. Select the Applications
2. Select the user or group
3. Click on the Assign button

Example:

Mode Uszers, Groups and Applications |

g kees ;I Dizplay name az zh| Pathkfilename [F3 for browszing)
EQ RbR ﬁjl [xpu_dummy_app]

ﬁ App-—2 |Mozilla FireFox D:%Program Files\ozilla Firefoxhfiref
- App----3: Open Office Wit

m FLR ?Zst pen Lmce wile App-—3 | Open Office Write | D:\Program FileshOpenOffice.argl 1.

Q st App---4 |M5 Word D:%Program Files\Microzoft Qfficeh0l

@ tezt?

5..@ Groups
@ Adrminigtrators :
@ Eackup Dperators _P Add selected application(s) ko the user or gru:uup|
3 Al

App 1 is selected. User test2 is selected. By clicking on the Assign button, user test2 gets the
Application FireFox.

Do not forget to save the new settings using the Save button.

Removing Applications from user or group

1. Select the Application.
2. Click on the Remove button.

_____ App-—--4 M5 Woaord D:%Pragram Fi
-G test2

| Q]

E@ Groups :
8 administiators %!
@ Backup Operators E Remove an application from a user of group
ﬂ Rrects T

Do not forget to save the new settings using the Save button.
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Zero Assigned Applications

In case the third Application mode is chosen, and the remote user has no assigned Applications,
the remote user will see the following message:

X UNLINITED

Your Administrator has not defined any application
foryou.

Flease contact wour Administrator,

I LogOff

One Assigned Application

In case a user has 1 (one) assigned Application, this application will be started directly after a
login and will be shown full screen. When the user closes the Application, the remote session will
be terminated.

Please note that sometimes an Application can not be shown full screen because the Application
does not enable or support full screen. The default calculator of Windows is an example of an
Application that can not be shown full screen.

See also Hidden Applications. A Hidden Application does not “count”. In case an user has 1

Application and 3 Hidden Applications, this 1 not-hidden Application will be started directly after
the login.
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Several Assigned Applications

In case an user has 2 or more assigned Applications, a small Startmenu button will be shown in
the upper-left corner of the screen.

[od]

This Startmenu button gives the user access to the assigned applications:
S

# Open Office \Writer

& hozilla Firefox

el Log off

The difference between 1 or more Assigned Applications is the Startmenu button. In case of 1
assigned Application, the Startmenu button will not be shown.

Sub menus

Using a\ in the Display name of an application, the System Administrator can create a sub menu:

Example:
Mode Users, Groups and Applications I

----- g e = B8l sl

_____ m bestll Dizplay name as shown to the us| Pathifilename [F3 for browsing)
..... m testd19 App--1 E:“Program Filez\0penOffice.org 2. 0hprogrambaswriter. exe
----- m test020 App--2 |Office’\Doing some calculations | E:\Program Files\OpenOffice.org 2.0%programhscalc. exe
""" & spuconsole App-—-3 |Internet\Browser E:“Program Files\Mozilla Firefox\firefox. exe
Jg .Gn:uups o App--4 |Intemethchatten E:\Program Files'Messengerimsmsgs. exe

JQ Administrators : i'
JQ Back-upoperators

=l JQ Externe bureaubladgebruikers E _FI

..... i App--1: Office\wiriter
----- ﬁE-l App---2: OfficehDoing zom
----- 'f)'—' App---3: IntermethBrowser

----- 'ﬂ% App-—--4: Intemethchatten
[ 5+ SN R

The System Administrator has defined 2 sub menus, called Office and Internet. Both sub menus
contains each 2 applications.

The menu items can be sorted using the Up- and Down button above the Applications.

The user experience is as follows: (next page)
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o)
7] Office 3
a

\_J Logoff and go home

The user can select the submenus, and the Applications will appear:

00
) Office -
| &

[ | Doing some calculations

Jil Internet =
@ Browzer
'.':3. chatten

\_J Logaff and go home

The user experience is slightly different then the default Startmenu as shown by Windows. This
way showing the applications has the advantage that all applications are also visible and
selectable on small devices like PDAs.

Only 1 level of sub menus

Only 1 level of sub menus is possible. Do not specify 2 slashes in a displayname.

Restrictions

It is not possible for the user to start any application that is not within the list of assigned
Applications. In case the user tries to start anything outside the list of assigned Applications, a
notification is shown:

Restrictions |

@ This operation has been cancelled due to restrictions in
effect on this computer. Please conftact vour system
administrator.

04

IPConsult BV Manual XP Unlimited software 43



X UNULINITED

Version 1.8 - 3 January 2007

Apply strict or relaxed Application Control

Strict Application Control means that your users can only start those programs you have assigned
to them. Sometimes this is to strict. It is possible that an application needs to start all kind of other
(sub)-applications. When using strict Application Control, this is not allowed.

From a security and stability point of view is strict Application Control desirable; it prevents that
unwanted programs are started by users.

However, if strict Application Control is to strict for your applications, the Administrator can select
Relaxed Application Control. This still implies that the user only sees the applications that have
been assigned to the user. However, if an application tries to start another (sub-)application, it is
allowed.

Sometimes this setting is needed for your applications. Please note that from a security and
stability point of view it is not as good as strict Application Control.

I:l:untrn:lll Suppn:lrtl Teminal Services  Applications | Translatel Dromnair .-’W'Drkgmup'

Hlv[=l

Mode | Users, Groups and f-‘«pplin:atin:lnsl

Application control mode

= Mo application contral, Users always see a complete desktop,
f* Default a user sees a complete deskiop, unless additional settings apply for the user.

' Default a user sees no application. Additional settings are required to give the user applicationz).

Application control type

f* ispply strict Application control [recommended}

" Apply relaxed Application contral

The next paragraph is about Hidden Applications. By using Hidden Applications, you might be
able to avoid the use of relaxed Application Control.
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Hidden Applications

Sometimes an Application starts another Applications. These sub-applications should not appear
in the Startmenu of the user, but the user should be allowed to run these sub-applications.

Any Application with a name that starts with a $ (dollar sign) is a so called Hidden Application.
Example:

Dizplay name az =h| Pathtfilename [F3 for browsing)
El Appe--1 [spu_durmry_app]
App—-2 |Mozila FireFox D:AProgram FileshMozilla Firefox\firefox exe
App-—-3 |Open Officewiite | D:A\Program Files\OpenOffice.orgl. 1. 4\programsoffice. exe
Appe—--4 M5 Word D:AProgram FileshMicrozoft Qfficer\DficefWINWORD EXE
App—5 |$mzhelp D:vwi=PYPCHEALTHAHELPCT R \Binanieshhelpotr. exe
il App—6 |$mzhelp? D:vwi=PAYPCHEALTHAHELPCTR Binanies\HelpHost exe
el

User test2 is allowed to start the default Help-programs of Windows. Those help programs can be
started by Notepad or by pressing F1.

Hidden implies that the user can run the Application, but it is not shown in the Startmenu of the
remote user.

Nag screen

The demo version of XP unlimited shows a nag screen after a login, in case Application Control is
used:

XP Unlimited

‘_il) This is the demo version of XP Unlimited

This nag screen is not shown when using the full, unlimited version of XP Unlimited.
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Command line parameters

An Application can have zero, 1 or more command line parameters:

thbynaanaWﬁﬁhname[F3fnrmDWSMQ] |EDmmandMe[annnm] |Smﬂup |
Appe—-1 | mpdpp E:MPragram FileshspUnlimitedsspuT est T oolS howComnmandLinePamns. exe pararm] params "this is param 3" =
App--2 frotepad | E\windows\spstem32inotepad exe =
app-—-3 |FireFox E:%Program Filez\Mozilla Firefoxhfirefox. exe hittp: v spunlimited.nl =
Bpp--—-4 |'Wiite E:A%Proaram Filez'Windows N T \Bureau-accessoireshwaordpad. exe =
app-—-5 | cmdfile E:%Frogram Filez «pUnlimited*startapp.cmd
Bpp-—6& | Thiz le Me | E:\Program FileshspUnlimitedspuT estToolT hislshe.exe =

Usualy the character “space” is used to separate the parameters. You can use double quotes in
case a space is needed within a parameter.

Environment variables and Command line Parameters

If you open a classic Dos-box, you can type the command “set”. It will show you the available
“Environment variables”. Most of the environment variables are always available on every
windows-system. Sometimes there are a couple of extra environment variables that are only
available on your windows-system, because they are the result of some kind of application you
installed.

Example of environment variables that are always available:

WINDOWS system3 2 cmd.exe

Microsoft Windows HP [versie 5.1.26001
CC>» Copyright 1785-20801 Microsoft Corp.

E:~Documents and Settings“rhriset
ALLUSERSPROFILE=E:“Documents and Settings“~All Users
APPDATA=E:“Documentsz and Settingssrbr“Application Data
CommonProgramFilesz=E:“Program Files“Common Files
COMPUTERHAME=TESTHFP

ComSpec=E:“WINDOWS “syzstem32scnd.exe

FP_MWO_HOST_CHECK=MO

HOMEDRIUE=E:

HOMEPATH=“Documentz and Settings“rbr
LOGOMSERUER=“~TESTHF

HMUMBER_OF_FROCESS0ORS =1

05 =Windows_NT

Path=E:~WINDOWS system32 ; E:~WINDOWS ; E:~WINDOWS~System3 2~ Whem
PATHERT=.COM; .EXE; .BAT; .CMD; .UBS; .UBE; .J5; .JSE; .WEF; .WSH
PROCESSOR_ARCHITECTURE=x86

PROCESSOR_IDENTIFIER=x86 Family 6 Model 8 Stepping B, AuthenticAMD
PROCESS0R_LEUVEL=6

PROCESS0OR_REUVISION=B80A

ProgramFiles=E:“Program Files

PROMPT=5P5G

SESSI0ONMAME=Console

SustemDrive=E:

SustemRoot=E:~WINDOLWS

TEMFP=E : ~DOCUMHE™1~rbr~LOCALS~1~Temp

THP=E : ~DOCUME™1“rhr~LOCALS~1~Temnp

USERDOMAIN=TESTHRF

USERHAME=rhr

USERPROFILE=E:“Documentsz and Settings“rhr
windir=E:~WINDOWS

E:~Documents and Settings“rhri_
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Examples how to use Environment variables

You can use those environment variables in the command line parameters. Examples:

Command line parameter in Application Result for user rbr

Control

E:\documents\%username% E:\documents\rbr

%userprofile%\some folder E:\Documents and Settings\rbr\some folder

Environment variables and Command line Parameters, Escape character &

Within a command line parameter you can use the & character for special character in the range
$01 .. $FF (hexadecimal between 1 and 255).
The & character is used as a so called escape character. Examples:

Command line parameter in Application Control Result for user rbr

E:\\documents\&25username&25 E:\documents\%username%
E:\\documents\&26username&26 E:\documents\&username&
E:\documents\&22username&22 %username% E:\documents\’username” rbr
“E:\documents\username” %username% “E:\documents\username” rbr

Take a good look at the last 2 examples: the first occurrence of username is not considered to be
an environment variable because it is not enclosed in %. In the third example it is enclosed in &22.
This is the hex-value of the character “, so result will be “username”.

The second occurrence of username is considered as an environment variable because it is
enclosed in %. Therefore it is replaced with rbr.

The &XX appearance in a command line parameter will always be translated to a character:

Command line parameter in Application Control Result for user rbr

E:\documents\&25username&25 E:\documents\%username%
“E:\\documents\&25username&25” “E:\\documents\%username%”
“E:\\documents\&26username” “E:\\documents\&username”
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Test tool “How Am | Started”

From our website you can download a free testtool called “How Am | Started. It can assist you in
testing and understanding of command line parameters and environment variables:

J X¥P Unlimited :: IPConsult BV - Testtool: How am | started? - Mozilla Firefox

Bestand Bewerken Beeld Ga Bladwijzers Extra Help

QEI - I:> - @ @ | hitp:/twerw xpunlimited.comfagfindex phpraction=artikel&cat=4&id=47

XP UNLINITED

Quick search... Testtool: How am | started?
Go | When starting an Application, you can change the so called Window-state (Maxi

You can also specify command line parameters,
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Windows Character Map
You can use the default available “character map tool” for obtaining the hex-value of characters:

il Character Map =100 %]

Eont | Finedzys ;l Help |
'"#$%8-'{}*+,—.;n1234ﬂ
Sle|7|8|9| | |<|=|>|?|@|Aa|B|(C|D|E|F|G|H

—|haracter Code : 025 |

I|J|K|LIHTAyOoTPr T R | T|UW|W(W[S(Y|2|[]|%
117 _ | |alb|c|d|e|F|g|h|i|j|k|1l|m|n|o]|p
q(r|{s|tjuju|wl(z(ylz|{|]|(™(@(D|0|0 0N
AR BE AR RE RR BR RE BE AR BE B RN BN BN BE BE BN |
(NN BN BN BE BN BR | il ¢[E[=|¥]|1 5§ By
(@ o=z |-, 2|%|%|%|,;|0
Ala|A|A|A|E|C|E|E|E|E|T|T|T|T|Dp|H|D|0|D
dlo(x(Blof0|U|U|®|p|n|a|ad|d|F|5|3|e|g|e il

Characters to copy I | Select I Loy |

W Advanced view

Character set ; IUﬂiCDdE j Go to Unicode ; I

Group by I-"-"-ll j

Search for I Search |

Character Code : 0=25
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An Application can be started as follows:

Startup Options
(] Autorun

=] Maximize

(] Minimize
Visible

The Application will be started directly after the login of the user. Multiple
Applications can be flagged as Autorun (as many as you want....)

When started, the Application will be initially shown Maximized. The user is
able to Restore or Minimize the Application.

When started, the Application will be initially shown Minimized. The user is
able to Restore or Minimize the Application.

Default all Applications are shown Visible. An Application can be flagged as
“not shown Visible” aka “Hidden”. An user can not interact with a Hidden
Application.

This option is useful voor starting CMD-files which will start another
Application.

In combination with Autorun, you can start some kind of Hidden Service
application for the user, without showing it. For instance, you might use it to
start some Anti Virus client software without showing it to the user.
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Translate user Dialogs

The tabpage Translate gives the Administrator the option to translate or customize those dialogs
that will be shown to the user:

@JICP Unlimited :: Maintenance :: version 1.8 O] =|

ant: i
Fant }-‘-‘«rlal |12

Left / Right: * Left " Right

Continue: |YaLISernameta goes on

Logoff. |YaUSernameto leaves the building

Applications; |7ou are Zusemame?

Ma Applications: |%usemame has no Applications. #00E0D Zusername? iz requested to leave the building

Applu: gl

Settings applied B :
E it |

These settings apply to the following dialogs: (see next page)

Please note that you can use the same environment variables and escape character as explained
in the paragraph about command line parameters.

The Administrator is free to enter any text. However, make sure that your users understand the

text, and make sure it fits in the dialogs. If the Administrator enters to much text, the text will be
truncated and cut off.

IPConsult BV Manual XP Unlimited software 51



X UNULINITED

Version 1.8 - 3 January 2007

No Applications defined for a user Elvis

&£

Startmenu

You are Elvis
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Test Tools

For the IT professional or for those involved in testing XP Unlimited, we have some Test Tools.
You can download the Test Tools from our website.

The Test Tools can assist you in understanding and working with Application Control, the
Command line Parameters and the Autorun options of an Application.
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Changelog

Version 1.8.13.3  Improvements
« The Application Control Menu is improved. The System Administrator can
define 1 or more submenus.

Bugfix
- Depending on language versions of WXP after a few days or weeks
uptime, the server can run out of resources. This is fixed.

Version 1.8.12.1 Improvements

1 December 2006 Sometimes “bad” behaving applications do have the impact that users are
disconnected, while attempting to login. We have improved XP Unlimited in
order to deal with these “bad” behaving applications. An example of a
“bad” behaving application is described in this FAQ:
http://www.xpunlimited.com/fag/index.php?action=artikel&cat=2&id=34

«  Sometimes the user has to wait. In such cases a progressbar is shown, so

it is clear that the user has to wait.

Version 1.8.10.1 Improvements
1 October 2006 - The Setup program can use a HTTP-proxy for validation of the license key.

«  The menu with applications is initially completely shown (in case no
AutoRun applications are used)

«  Some improvements back ported from the Enterprise version.

« The Setup program shows a warning in case Domain Settings are noticed;
you should use the Enterprise version.

« Improvement in Application Control. Sometimes the session did not logoff
when the user did choose logoff. Virusscanners or Personal Firewalls
remain active and prevent the session from terminating. A new, more
stronger function is used for logoff.

« Showing the word "busy..." in the Setup-program, when installing might
take a few seconds.

« More info in the ZIP-Support-File, because customers never ceases to
amaze us what that do with the software....

Version 1.8.8.7 Improvement:
7 August 2006 - Implement a setting for relaxed application control.

Bug fix:
- Before starting an application, the correct environment was not set. Due to
this, sometimes applications did not start.

Version 1.8.7.14  Minor bug fix:
14 July 2006 - Non US versions of XP have different names for the user Administrator
and group Administrators. XP Unlimited can handle this correctly.
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Version 1.8 Some extra functions in our Application Control Module:
11 July 2006 « Command line parameters can contain environment variables. Example:
%username%

%windir%

« User dialogs can be translated in a local language. The Maintenance tool
has an extra Settings-page were the Administrator can enter the
translation. The translation is limited to the dialogs an user sees, assuming
that the Administrator is able to work with English language in the manual,
dialogs and FAQs.

Some fixes:

« The Setup program is updated.

« The Un-install is fixed; sometimes not all registry keys were deleted while
un-installing.

Version 1.7.6.19 Some improvements in our Application Control Module:
« Applications can be started with command line parameters.
« Applications can be started Maximized, Minimized or Hidden.
- Applications can be flagged as Autorun. They will be started upon login of
an user.

Version 1.7.6.1 The option for disconnect is back again. We did remove it because of

1 June 2006 feedback from customers requesting to remove it. However, the amount of
feedback from customers that want to use the disconnect-functionality was
larger. We have a FAQ which describes how you can disable the
disconnect-functionality of the XP Unlimited server.

« New core modules. These core modules are needed for Domain
Authorization. The option for Domain Authorization itself is is not available
yet because we have not yet completely figured out how to combine
Domain Authorization with our Application Control.

- Default logon screen on the console is now the classic logon screen. We
had various reports that the fast-user-logon screen becomes very slow
with 50 or more users.

«  Small improvement in the Setup Program: in case files or folders are
marked as ReadOnly or Hidden, our Setup Program is still able to find the
files.

Version 1.6.4.17  Minor improvements
17 May 2006 « Application Control does not apply to the user Administrator. It is important
that the user Administrator can not be restricted using Application Control,
because if he gets restricted, he can not start the Maintenance program
any more in order to fix his restrictions......
« Improvement in the un-install program. Sometimes not all Registry keys
were deleted.

Version 1.6 Application support like Citrix

1 May 2006 With Application Control, XP Unlimited can give a user or a group one or
more applications. The user does not have a desktop, a startmenu, etc.
Application Control comes with security. The remote user is not allowed to run
any other applications.
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Version 1.5.4.10 The core modules of XP Unlimited are not changed. Only the Setup-program
10 april 2006 and the Maintenance-program are improved. If the previous version works for
you there is no need to upgrade.
The Administrator can change the portnumber on which the XP Unlimited
server listens for remote sessions. Default value is 3389. Any other value
which is not already in use by WXP, can be chosen.
The lodfile is moved from the %TMP% folder to the %WINDOWS%\TEMP
folder. This one is not as variable as the %TMP% folder, so valuable
logging information will not be lost due to different %TMP%-folders.
The various XP Unlimited programs can cooperate with screens using 120
dpi or large font settings (without hiding text or buttons).
Fixed a bug which prevented to show the license terms.
Removed the option for disconnect. There are some problems related to
disconnected sessions. For now it is better to logoff.

Version 1.5 The core modules of XP Unlimited are not changed. Only the Setup-program
27 mar 2006 and the Maintenance-program are improved. If version 1.4 works for you,
there is no need to upgrade.
+ Better Support. More information is put in the ZIP-file.
The user Administrator is available on the login-screen on the Console.
Removed the download-latest-code function in the Setup-program and
replaced it by a Check-for-Update button. Hopefully everybody will use this
Check-for-Update button because old versions of XP Unlimited seem to
wander around the Internet.
Added extra functionality in the Maintenance-program.

Version 1.4 « Better support. A ZIP-button is placed in the application. Using this 1
27 feb 2006 button, a ZIP-file is created on the desktop containing all information
needed for IPConsult to give support.
XP Unlimited should now also work with versions of Windows XP
Professional with special localized versions of system files.

Version 1.3 « Cooperation with the TCP/IP update from Microsoft on 15-17 Februari
20 feb 2006 2006.
«  When un-installing XP Unlimited, added a notification that users should be
removed from the group "Remote Desktop Users" and that TCP Port 3389
should be closed.
Extra functions in the maintenance program.
Some artwork on the gui of the maintenance program.
Fix for this FAQ.
Version number in Window-title and in logfile. Make it easier to identify the
version of the software.

Version 1.2 Added an entry in the Startgroup of thet Startmenu of the installing user. This

11 feb 2006 entry contains an the url “http://www.xpunlimited.com/version_1_2.html
Reason of doing this is that the demo gets more downloaded then our
manual. See chapter “Additional steps for using XP Unlimited” why it is
important to read the manual after the installation.

Version 1.1 First production version
08 feb 2006

IPConsult BV Manual XP Unlimited software 56



X UNULINITED

Version 1.8 - 3 January 2007

Version 1.0 Used only by selected beta-customers
Nov 2005
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